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Y TBEpHKACHO

MpPUKa30M Ha4aJbHUKA

MYV «Beneuckuit POO»

or« {d »_ _Od 2017 Ne A5

IMonoxkenue -

0 3amuTe 1 00padoTKe NEPCOHATBHBIX TAHHBIX paGoTaukos MY «Beaenckuit POO»

1. OOrue MoOIOKEHUSA

1.1. [onoyeHue 0 3amuTe ¥ 00pabOTKe MEPCOHANLHBIX IAHHBIX B MYV «Benenckuii POO»
(nanee - [looxeHne) yCTAHABIUBACT TpeGoBanns K 00eCIeICHUIO 0e30MmacHOCTH
TIepCOHAIBHEIX JIAHHBIX H ONPE/ICIIACT:

-OpAA0K 06PabOTKH NEPCOHATLHBIX JAHHBIX;

-MEpOTIPUSATHS 110 00ECTICUCHHIO 3aLIHTHI IIPAB I ¢B06GO1 rpaXIaH npH 00paboTke KX
IePCOHABHBIX JIAHHBIX

- OTBETCTBEHHOCTH JHODKHOCTHBIX JIMILI, HMEIOIIHX JOCTYIL K TepcoHAIBHBIM JTaHHBIM, 33
HeBBINOTHeHAe TpeDOOBaHUH HOPM, PEryIHPYIOMINX 06paboTKy | 3aIlETy HePCOHATBHBIX
IAHHBIX.

1.2. TTonoxenue pazpaboTaHO B COOTBETCTBHH C:

Koncrurynueit PO; ['paIaHCKAM KOJEKCOM P®; TpyroBEIM KOJEKCOM P®; denepaibHbBIM
saxoHoM 0T 27.07.2006 Ne 152-®3 «O nepcOHATBHEIX JAHHBIX, denepanbHBIM 3aKOHOM OT
27.07.2006 Ne 149-@3 «O6 urpopmarmu, HHOPMALHOHHBIX TeXHOJIOTHSAX U O 3aLIUTe
uH@OpMAIHH»; TIOCTAHOBJICHAEM [IpaBurernbeTBa Poccuiickoi ®enepamuu ot 17.11.2007 Ne
781 «O0 yTBEpKACHHH MOJOKECHHUA 06 obeciedeHuy Oe30MacHOCTH MEPCOHATBHBIX NAHHbIX pH
yix 06paboTke B HHPOPMALMOHHBIX CHCTEMAX TepCOHAIBHBIX JIAHHBIX»; IPHKA30M OCTIK
Poccun ot 05.02.2010 Ne 58 «O6 yTBEepKICHAN TIOJIOKEHI O MeTOJaX M crocofax 3auuThl

_ ur(opManuK B HHOPMALHOHHBIX CHCTEMAX TIepCOHATBHBIX JaHHBIX)).

1.3. Llensro TlonoKeHus ABJIACTCA obecriedeH e 3alIUThI [IPaB i CBOOOJI Y€I0BCKA 1
rpaxaaHuHa Ipy 06paboTKe ero NepcoHaNbHLIX JaHHbIX, B TOM YMCIIE 3allMThI IIPaB Ha
HEIPUKOCHOBEHHOCTH YaCTHOMN JKU3HH, JIMIHYIO U ceMeHHYIo TalHy.

1.4, PesxnM KOHGHICHIMATBHOCTH IIEPCOHATBHBIX IAHHBIX CHMMAEeTCs B CIIyYasx UX

oGe3 HIHBAHHS WIH 10 HCTEYeHHH 75 JIeT CPOKA MX XPaHCHUA, WIH TpOJJieBaeTCs Ha
OCHOBAHHH 3aK/TIOUCHHS KOMACCHH 110 3alliTe [EPCOHATBHBIX JIaHHBIX OT/ie]a 00pa3oBaHus,
eciIi WHOE HE OIpEeIENICHO 3aKOHOM.

2. OcHOBHBIC.IIOHATHA ¥ COCTAB HCpCOHa.HbHBIX JaHHBIX



2 1. OcHOBHBIC TIOHSTHS, HCIIONb3yeMble B HacTosueM [Tonoxkenuu:

~NepcoHATBHbIE AaHHBIE - Mo0as MH(OpMAaNHs, OTHOCAIIAACS K onpeaeIeHHOMY HIH
ompesie/ieMOMy Ha OCHOBAHMH TaKOM uHGOpMAIHH PU3HICCKOMY JHILY (cyOBexTy
IepPCOHAIBHBIX JaHHBIX), B TOM YHCIIE €T0 haMmTHsL, HMS, OTIECTBO, FOJ, MECALL, aTa ¥ MECTO
POXIEHHS, a/pec, ceMefiHoe, COLHATbHOE, HMYIIECTBEHHOE moJIoXkKeHue, 00pa3oBaHue,
npodpeccust, I0XOIbI, Apyras nHpopmanms;

-onepaTop - (pU3MYECKOE JIHII0, OPraHA3yIOIIHE A (WJTH) OCYIIECTBIISIOIIME 00pabOTKy
[epCOHATBHBIX JAHHBIX, & TAKKe OTPE/IEIIIOMIHE HEIH 1 conepxanne 00paboTKH
[epPCOHATBHBIX JIAHHBIX] -

-06paboTKa NEPCOHATBHBIX JAHHBIX - NEHCTBASA (omepalyH) ¢ IIePCOHABHBIMH JaHHBIMH,
BK/TIOYAs COOp, CHCTEMATH3ALMIO, HAKOIICHHE, XPAHCHHE, YTOTHCHHAC (oOHOBNIEHHE,
H3MeHEHHE), UCI0JIb30BaHHeE, PAaCIPOCTPAHEHUE (B TOM umCIIe Iepenady), o0e3 IMIuBaHie,
GJI0KMPOBAHHE, YHHUTOKEHHE TEPCOHAIBHBIX JAHHbIX;

-pacnpoCcTpaHeHHe MePCOHAIBHBIX JAHHPIX - JeiicTBHA, HAIpaBJICHHbBIE HA IepeIavy
NePCOHANBHBIX JTAHHBIX ONPEIEICHHOMY KpYTy JIHI (mepenava nepcoHaIbHBIX NAHHBIX) MM Ha
03HAKOMJICHHE C IEPCOHATBHBIMH JIaHHBIMH HEOTPAHHICHHOTO Kpyra JIHLl, B TOM YHCIIE
0GHapoI0BaHKe IePCOHABHBIX TAHHBIX B CPECTBAX MaccoBOi nH(pOpMaIuH, pasMeleHie B
1H(OPMAIHOHHO-TENIEKOMMYHHKAIIHOHHBIX CETAX HIIH IpeJoCcTaBIeHHe JOCTyna K
[IEpCOHATBHBIM JIaHHBIM KaKUM-T00 HHBIM CIIOCOO0M;

-HCIIOJIB30BAHNE TIEPCOHATBHBIX AHHBIX - ACHCTBUS (omepaiuu) ¢ NePCOHATBHBIMHA JIAHHBIMH,
COBEpIIAEMBIE OTIEPATOPOM B LEJIAX MPHHATHA peleH il MM COBEPIIECHHS HHbIX JICHCTBHH,
[IOPOIAIOIIMX FOPHIMIECKHE TIOCIEICTBAA B OTHOIICHIH cyOBeKTa NepCOHATbHBIX TaHHbIX
WUTH APYTHX JIAIL JIHO0 MHBIM 00pa3’oM 3aTparuBaiomuX Npasa U cBODO/IBI CyOBEKTA
TIepCOHAIBHBIX JAHHBIX WM APYIUX JIHIL;

-GIIOKHPOBAHKE IEPCOHAIBHBIX JIAHHBIX - BPEMEHHOE npekpalieHne coopa, CHCTeMATH3AIMH,
HAKOTUTEHHS, HCITOMB30BAHMS, PACTIPOCTPAHEHHS IEPCOHAIBHBIX JaHHBIX, B TOM YHCITE UX
epeayy,

-YHUYTOXKEHUE epCOHATIBHBIX OaHHBIX - JEHCTBU, B pE3yJILTATC KOTOPBIX HEBO3MOKHO
BOCCTAHOBHUTL COJICPXKAHHC NepCOHAIbHBIX JJaHHBIX B HH@OPM&HHOHHOﬁ CHCTEMC
nepCcoHaIBHBIX JIAHHBIX WA B PE3YJIbTATE KOTOPBIX YHH‘-ITO}KB.I-OTCH MaTepHalIbHBIC HOCHTECJIX
IepCOHAIBHBIX JIAHHBIX,

-00e3THUHBaHKE TEPCOHATBHBIX JTaHHBIX - JICHCTBHS, B PE3YIbTATE KOTOPBIX HEBO3MOXKHO
OTpE/IeJIUTh IPHHAUIEKHOCTD NIEPCOHATBHBIX JIAHHBIX KOHKPETHOMY CYOBEKTY NepCOHABHBIX
aHHBIX;

-HH(MOPMAIMOHHAS CHCTEMa IEPCOHATBHBIX NAHHBIX = uH(pOpMALMOHHAs CHCTEMA,
npejcTaBsonas co00# COBOKYIHOCTR [IePCOHANBHBIX JAHHBIX, CONECPIKALIUXCA B Oasze MJaHHBIX,
a TaKoKe MHQOPMAIMOHHBIX TEXHOJIOTHHA H TEXHHYECKHUX CPE/ICTB, [I03BOJIAIOIIMX OCYIIECTBIIAT
0GpaboTKy TaKUX MEPCOHAIBHBIX JaHHBIX C HCIIOIB30BAHUEM Cpe/ICTB aBTOMAaTH3AIMH HIIH oe3
HCITOTb30BaHMS TAKHX CPEJICTB;

-KOH(UICHIIHATBHOCTD MepcOHAIBHBIX JaHHBIX - 00Gs3aTeIbHOE J1JIs COOIOACHUS OTIEPaTOPOM
HJIM WHBIM TOTYYHBIIHM JOCTYII K [epCOHAIBHBIM 1aHHBIM JIHIIOM TpeboBaHHE HE TOIYCKATh X
pacipocTpaHeHus 6e3 cornacus cyObexTa nepcoHalbHBIX JIAaHHBIX W HAJIMYUS HHOTO
3aKOHHOI'0 OCHOBaHH:.



2.2. IlepcoHaybHbIE JIAHHBIE, o6pabareisaemble B POO, conepxarcs B JIOKYMEHTaXx:
- oT/1ea oOpa3oBaHu;
- GyXTanTepcKoro yuera H KOHTPOJI.

2.2.1. B ot/ene 06pa3oBaHUs CO3AIOTCS U XPAHATCA CICAYIOUHE TPYIIIbL JOKYMEHTOB,
coflepIKallie JAHHbIE O PAGOTHHKAX B €TMHUYHOM HIIM CBOAHOM BHUJIE!

2.2.1.1. JOKYMEHTBI, COJEpPIKaLIie IEPCOHATBHBIC TAHHBIC pabOTHAKOB OT/ENA (KOMHA
[1acTopTa, KOMHsl CTPaX0BOTO ICHCHOHHOrO CBHACTENBCTRA, xorus VTHH, KOMIIEKTHI
JOKYMEHTOB, COIPOBOXKIAIOIINE MPOLECC opopMIIeHUs TPYIOBBIX OTHOLIEHHIT IIPU IIPHEME Ha
paGoTy, MepeBo/Ie, YBOJIbHEHHH; KOMILICKT MATEpHAIOB 10 AaHKETHPOBAHHIO, TECTHPOBAHHUIO,
IpoBe/IeHAIO coOece/I0BaHMH C KaHnaaTaMHi Ha JIOJDKHOCTb; TIOUIMHHMKH U KOITHH [IPHKa30B
110 TMYHOMY COCTABY; JIMYHBIE JIeIa ¥ TPYAOBbIC KHIKKH paGOTHHKOB; JIeNa, CONEPIKaLIIe
OCHOBAHHMS K IIPHKA3Y 110 JHIHOMY COCTaBY; [I€/1a, COICPIHKALLHC MaTepuaIbl aTTeCTAHH
PaGOTHHKOB, CITy/KeOHBIX TIPOBEPOK), MOTMHHAKH H KOTIHH OTYCTHBIX, AHAIMTHYECKHX U
CHPABOYHBIX MATEPHATOB, TIEPE/IABAEMBIX PYKOBOACTEY oTjea.

2.2.1.2. JOKyMeHTalUs 10 OpraHu3allii paboThI TOCYAaPCTBEHHBIX oOpa3oBaTesIbHBIX
yupexIeHu# (MIPUKasel, yKa3aHus); JOKyMEHTBI 10 IIaHHPOBAHHIO, ydery, aHaJu3y U
OTYETHOCTH B 4acTH pabOThI ¢ IEPCOHATIOM OTACTIA.

2.2.2. B oTzene GyXranTepcKoro y4era i KOHTPOJIA CO3Ar0TCA 1 XPaHATCS CIIEAYIOIIHE
JOKyMEHTBL, COIEpIKaLINe TaHHBIC O paGOTHUKAX B CAMHIIHOM HIIH CBOJHOM BHC: KapTo4Ka-
CIIpaBKa, KOIHs ITACTIOPTa, KOMHsA CTpaxoBoro eHCHOHHOTO cBrAeTenscTBa, Konud MHH, xormus
JIIMHOTO CYeTa 1Uisl 3adKc/IeHus 3apaboTHOH IIAThI, KOTIMM IIPHKA3SOB ¢ pacueTamu, OTYETHI B
OpraHbl CTATHCTHKH, OTYEThI B HATOTOBBIC OPraHbl 1 JpyrHe OpraHA3alHH.

3. [opsok cGopa u 06pabOTKH ME€PCOHATBHBIX JAHHBIX
3.1. TTopsiIOK MOJIyYEeHHMs IEPCOHATBHBIX TaHHBIX O paboTHHKaxX OTAEA.

3.1.1. Bce mepcoHabHbIe JaHHBIE paOOTHHKA POO cieyeT moay4aTs y HEro camoro. Ecnu
IIepCOHANbHBIEC TAHHBIE PAOOTHHKA BO3MOKHO TIOJIYYHTh TOJIBKO Y TPETheH CTOPOHbI, TO
pabOTHHK JIOTKEH OBITh YBEAOMIICH 00 3TOM 3apaHee M OT HEro J0JIKHO OBITH MOJIYYECHO
nHcbMeHHOe cornacue. OTBETCTBEHHOE JHIO OTACIa 0JDKHO coOOIHTE PAbOTHHKY O LEJIAX,
JIpeIToJIaraeMblX HCTOUHHKAX H Ccr10c06ax MOIyueH s [ePCOHATBHBIX JAHHBIX, @ TAKKE O
XapaKTepe TOJIEKANTHX Oy YeHUIO MEPCOHATBLHEIX J@HHBIX ¥ TTOCTIEICTBAAX OTKa3a
paGOTHMKA JaTh MHCHMECHHOE COITIACHE HA HX [OJTy4CHHUE.

3.1.2. OTBeTCTREHHBIE JIHIIA OT/ENA He HMEIOT MpaBa MoJyuaTh i o6pabaThIBaTh NEPCOHATBHbIC
JaHHbIe PAOOTHUKA O €I0 PACOBOH, HAIHOHAIGHOM MPUHAIUIEKHOCTH, IOTUTHUCCKIX B3TJIs/1AX,
PEeNUTHO3HEIX HITH dunocodekux yoexIeHHAX, qacTHOM XHU3HU. B ciryyasx, HemoCcpeACTBEHHO
CBS3AHHBIX C BOIPOCAMHE TPYIOBBIX OTHOIICHHH, B cOOTBETCTBHH cO cTaTheit 24 KOHCTUTYIHH
P® oTBeTCTBEHHBIE JIMIA OT/IENa BIIPABe II0/TydaTh 1 o6pabaThIBaTh JAHHBIE O YaCTHOM JKH3HH
paGOTHHKA TOJIBKO C €r0 IMACBMEHHOr0 COrIACHA.

06p360TKa YKa3aHHBIX EePCOHATBHBIX JAaHHBIX pa6OTHHKOB BO3MOJKHA TOJIBKO € HX coriacus
nubo 0e3 ux corjiacus B CIICAYIOIIHX ciy4dasax:

- HEPCOHBJ'[I:HBIC JNAHHBIC ABJISIOTCA 001IeA0CTYIIHBIMH,

- epCOHAIbHBIE TAHHBIE OTHOCATCA K COCTOSHMIO 3710pOBbs pabOTHHKA H HX obpaborka
HEeOGXOIIMA [UTS 3alIHTHI €r0 KH3HH, 310POBbS M HHBIX SKH3HEHHO BaXHBIX HHTEPECOB JIHOO0



JK3HH, 3I0POBBS MK MHBIX KH3HEHHO BOXXHBIX HHTEPECOB APYTHX JIHIL H IOTYICHHE COrTACHA
pabOTHHKA HEBO3MOXKHO;

- 110 TPeGOBAHMIO [IOJHOMOYHBIX TOCY/IAPCTBEHHBIX OPraHoB B CIIydadX, pelyCMOTPEHHBIX
(hemepanbHBIMU 3aKOHAMH.

3.1.3. TTucsMeHHOE coracue paboTHHKA Ha 00pabOTKy CBOMX NEPCOHATBHBIX TaHHBIX OJDKHO
BKJII0YATh B ce04: '

-Q)aMPUIHI-O, HMsl, OTYECTBO, aIpeC Cy6In€KTa MIepPCOHATIBHBIX JaHHBIX, HOMEpP OCHOBHOTO
JIOKYMEHTa, YIOCTOBEPAIOICTO ero JUYHOCTb, CBEACHHA O J1aT€ BblAAaYkF YKa3aHHOr O JOKYyMCHTA
M BBLJABIIEM €ro OpraHe;

-HauMeHOBaHHe ((AMUIHIO, KMS, OTYECTBO) M a/Jpec OMepaTopa, MOy AIOMIEro CorracHe
cyOBbeKTa IIepCcOHaTbHbIX JTAHHBIX]

-11eJ1b 00pabOTKH 11EPCOHAIBHBIX JIaHHBIX;

-TepedeHs NepCOHAIBHBIX JTAHHEIX, Ha 00pab0TKy KOTOPBIX JACTCS COTTIAcHe cyObekTa
[epPCOHATBHBIX JaHHBIX;

-IIepeyCHb ,Z[EﬁCTBHﬁ C NepCOHAIBHBIMH JTAaHHBIMH, Ha COBEPUICHHE KOTOPBIX JlaeTcs corjiacHe,
06[1.[66 OIHCAHHUE UCIIOIB3YEMBIX OIIEPATOPOM crrocoboB 06p&60TKH MIepCOHAIBHBIX TaHHBIX;

-CPOK, B TEUCHHE KOTOPOTO ,I[eﬁCTByeT corjiacte, a TakKe NOpsAIoK €ro OT3EIBA.

®opMa 3asBIEHHs O COTIacHH paboTHUKA HA 0OPabOTKY NepCOHATBHBIX JAHHBIX - COrJIacHO
TIPHIIOKEHHs K HacToseMY 110/107KeHHIO.

3.1.4. Cornacue paboTHHKA He TpeOYETCs B CACAYIOIIHX CITyqasax:

-06paboTKa MepCOHABHBIX JIAHHBIX OCYIIECTBIIAETCS Ha OCHOBAHHH Tpynosoro xojekca P®
I HHOTO (heIepaTbHOTO 3aKOHA, YCTAHABIMBAIOLIETO €€ e, yCIOBUA MOy CHHA
[IepCOHATBHBIX JAHHBIX H KPYT CyOBEKTOB, IEPCOHAIBHEIC NAHHBIC KOTOPBIX 0/ IeXKaT
06paboTKe, @ TaK/Ke ONPE/Ie/SIIOMEro MOTHOMO MU pabotoaarens;

-06paboTKa MepCOHATBHBIX JAHHBIX OCYIECTBIIACTCS B LETAX HCIIOTHCHIA TPY/10BOTO
JIOTOBOPA;

-06pa60"r1<a MepCOHAIBHBIX JaHHBIX OCYIIECTBIACTCA JUIS CTATHCTHYECKHX HITH MHBIX Hay4HBIX
mesei [IpH yCJI0BHH 00s3aTEIBHOIO 0be3uyuBaHus IIepCOHAJIBHBIX JaHHBIX,

-06pa60TKa nepcoHaIbHBIX TaHHBIX HeoOxomumMa IS 3alIUTeI XKH3HH, 310pOBbA WK HHBIX
JKU3HEHHO Ba)KHBIX HHTCPCCOB pa60THHKa, €CJIM MOJIYUYCHHE €10 corJjiacHus HEBO3MOMHO.

3.2. Tlops 10K 06paGOTKH, Mepeiadn ¥ XPaHCHHS NepPCOHaTBHEIX NAHHbIX pa6otrukos POO.

3.2.1. PaGoTHHUK MpeoCTaBIACT OTBETCTBEHHBIM paboTHHKaM OT/IejIa KaZpoB U OT/e1a
OYXralTepcKoro yuera JJOCTOBEPHBIC CBEJICHHS O cebe. OTBeTcTBEHHBIE paOOTHHKM YKa3aHHBIX
OT/IENIOB IIPOBEPSIOT JOCTOBEPHOCTH CBEJICHUIl, CBEpsis [JaHHBIE, IIPEAOCTABICHHBIC pabOTHHKOM,
¢ UMeIoIMMHCS Y pa0OTHHKA JOKYMCHTaMH.

3.2.2. B cooTBeTcTBHH cO cTatheii 86 TpyaoBoro kojekea PO B nesx obecrie4eHus Mpas U
cBOGO/I YeTOBeKa | IPakJaHMHa OTBETCTBEHHbIE PAOOTHHKH IIPH 00paboTKe NMepCoOHAIBHBIX
JIAHHBIX Pa0OTHHKA JIOJDKHBI COOJIIONATH CIIEAYIOIIHE obume TpeGoBaHUA:



3.2.2.1. 06paboTka IePCOHAIBHBIX JaHHBIX MOKET OCYLIECTBIATHCS HCKITIOUHTEIBHO B LENISX
obecrieyeHns COOMOIEHNS 3aKOHOB i HHBIX HOPMATHBHEIX [IPABOBBIX aKTOB, CONEHCTBHS
pabOTHUKAM B TPYJI0YCTPOICTBE, 00YYeHHH U IIPOIBHKEHHH II0 CITyk0e, 06ecrnedeH s JTHIHOI
Ge30macHOCTH pabOTHHKOB, KOHTPOJISL KOJIMYECTBA H KAYECTRA BHITTOMHAEMOM paboTH 1
o0ecreueHns COXPAaHHOCTH UMYIIIECTBA;

3.2.2.2. mpu onpenenennn o6beMa H colepikanus, 00padaTbIBAEMBIX IIEPCOHANBHBIX JaHHBIX
OTBETCTBEHHBIE PAOOTHHKH JOJKHBI PyKOBOACTBOBaThest Konetutyueit P®, TpynoBeM
KojiekcoM P® 1 uHBIMH (enepalbHBIMU 3aKOHAMM;

-

3.2.2.3. npy NPUHATHH PELICHM, 3aTParHBAIOLINX HHTEPECH paDOTHUKA, OTBETCTBEHHBIE
pabOTHHKH HE HMEIOT [IPaBa OCHOBBIBATHCS Ha IEPCOHATBHBIX JAHHBIX PaOOTHHKA, ITOJTyYeHHBIX
UCKJIIOYUTENIBHO B PE3yJIbTaTe HX aBTOMaTH3HPOBAHHON 00pabOTKH HIIH 3JIEKTPOHHOTO
IIOJTy4eHHS;

3.2.2.4. 3amuTa NePCOHANBHBIX JaHHbIX pabOTHHKA OT HEMPABOMEPHOIO UX HCIONE30BAHHMS HIIH
YTpathl 00eceunBaeTcsl OTBETCTBEHHEIE PAGOTHHKH U 3a CYET CPECTB OT/Ie/a B IOPA/IKE,
YCTaHOBJIEHHOM HOPMATHBHBLIMH IIPABOBBIMH JJOKYMEHTAMH;

3.2.2.5. paboTHHKH, OCyIIECTBIIsAIOMHUE 0OpabOTKY EpCOHANBHBIX JAHHBIX, JIOJDKHBI OBITh
O3HAKOMIICHBI II0JT PacIHCKy ¢ JoKyMeHTamMu POO, ycTaHaBIMBAIOIUME MTOPSI0K 00paboTKH
NePCOHAIBHBIX JJAHHBIX PAOOTHHUKOB, a TakxKe 00 UX IpaBax ¥ 0043aHHOCTAX B TON 06J1aCTH;

3.2.2.6. BO BCex clrydasix 0TKa3 pabOTHHKA OT CBOMX IPAB HA COXPAHEHHE U 3aIlIUTY TAIHEI
HEJIEHCTBHUTEIIEH.

4. ObecrieueHne 3aLUTHI IEPCOHANBHBIX JaHHEIX.

4.1. be3onacHOCTh MEPCOHAIBHBIX JIAHHBIX JOCTUTAETCS IIYTEM HCKIIIOYCHHS
HCCAHKIIHOHHPOBAHHOI'O, B TOM YHCJIC CIIy4alHOI0, JOCTYIIA K IEPCOHAIBHBIM JaHHEIM,
PE3yIBTATOM KOTOPOI0 MOJKET CTaThb YHHYTOKEHUE, H3MEHEeHHEe, OJIOKHpOBaHKEe, KOITMPOBaHHE,
pacIpocTpaHeHue IePCOHAIBHEIX JaHHbIX, 8 TAK)Ke€ HHBIX HECAHKITMOHHPOBAHHBIX JCHCTBHIA.

4.2. be3onacHOCTD ePCOHANBHBIX JAHHEBIX IIPH HX 00paboTKe 00ecreuyrBaeTces ¢ IOMOIIBIO
CHCTEMBI 3aIUTHI IEPCOHATBHBIX JAHHBIX, BKIIOYAIONIEH OpraHu3alHOHHbIe MEPBI U CPEJICTBA
3aMTh HHGOpPMaIUH (B TOM yKclie U poBaibHble (KPUNITOrpaguuecKne) CpeIcTBa, CpeacTBa
IIPEIOTBPAIICHHS HECAHKIIHOHMPOBAHHOT'O JJOCTYIIA, YTeYKH HH(POPMAIIMHU 110 TEXHHYECKHM
KaHajiam, IIpOrpaMMHO-MaTeEMaTHYECKUX BO3/ICHCTBHI HA TeXHUYECKHEe cpeicTBa 00paboTku
IIEPCOHAIBHBIX JAHHBIX ), @ TAK/KE UCIIONIB3yeMBbIE B HH(POPMAIIMOHHOM CHCTEME
HH(OPMAIIMOHHbBIE TEXHOIOTHH. TeXHUYEeCKHE H IPOrPAMMHBIE CPEICTBA JIOJKHBI
YIOBJIETBOPATEH YCTAHABJIMBAEMbBIM B COOTBETCTBUH C 3aKOHOAATENLCTBOM P® TpebGoBaHmIM,
‘00ecreyrBarOLIMM 3aIUTY HHGOPMALHH.

4.3. Ilpu 06paboTke NepcoHaIBHBIX JaHHBIX T0/DKHO OBITE 00€eCIeUeHo:

-IIPOBE/ICHUE MEPOIIPHATHI, HAIlPaBJICHHEIX Ha IIPEAOTBPALICHAE HECAHKIIHOHHPOBAHHOTO
J0CTyIa K NEPCOHAIIbHBIM JIAHHBIM ¥ (HJIH) TIepeIayd HX JIMIaM, He HMEIOIIHM 11paBa JIoCTyIa K
Takoi uH(pOpMaIHH;

-CBOCBPCMCHHOEC 06HBPYH{CHH6 ¢aKTOB HECAHKIIHOHHPOBAHHOI'O JOCTYIIA K IIE€PCOHAIIbHBIM
JaAHHBIM,



-He/IONyIIEHHEe BO3IEHCTBHS HA TEXHHYCCKHE CPEICTBA ABTOMATH3HPOBAHHOH 00paboTKH
IIepCOHABHBIX JAHHBIX, B PE3YJIbTAaTe KOTOPOTO MOKET OBITh HAPYIIEHO HX
(GyHKIHOHHPOBAHHE;

-BO3MOXKHOCTE He3aMeJIUTETBHOIO BOCCTAHOBICHHAA epcoHalbHBIX JTAHHBIX,
MOILH(l)PIHHpOBaHHI:IX UM YHUYTOXKEHHBIX BCJIEJICTBHE HECAHKIIMOHUPOBAHHOTO JOCTyIa K HHM;

-[IOCTOSIHHBIH KOHTPOJIb 32 00ecedeHHeM yPOBHS 3alUMIICHHOCTH [EepPCOHATBHBIX JJAHHBIX.

4.5. MeponpraTus o obecrnedeHnio 6e30MacHOCTH NEPCOHAIBHBIX JAHHBIX BKIFOHAIOT B cels:

4.5.1. onpenenenne HHGOPMAIMOHHBIX CUCTEM, COEPKANIKMX MEPCOHAIBHBIE JAHHEIC,

4.5.2. xaccupUKALMIO HHPOPMALIMOHHBIX CHCTEM IIEPCOHATBHBIX IAHHBIX B COOTBETCTBHH €
comectHbM pukazom ®CTIOK Poccun, @Ch Pocenn u Munundopmcssizu Poccnn oT
13.02.2008 No 55/86/20 «O0 yTBep:KIEHHUH MOPsIKA [IPOBEACHHA Kiaaccu(pUKaIuu
MHGOPMAIIHOHHBIX CHCTEM IIEPCOHAIBPHBIX JIaHHBIX),

4.5.3. onpenenerne yrpo3 6e€30MacHOCTH EPCOHANBHBIX JaHHBIX IIPH HX obpabotke,
(opMupoBaHie Ha MX OCHOBE MOJIGIIH YIPO3;

4.5.4. ¥CIoNbp30BaHUE CPEICTB 3alUThl HHGOpPMAIMK B COOTBETCTBHH C SKCILUTyaTallHOHHOM H
TEXHUYECKOH JOKyMEHTAIlHEH;

4.5.5. 0Oy4eHue I, HCTIOJb3YIOIHMX CPE/ICTBA 3aIHThI uH(OpManuy, TpUMEHsIEMbIE B
MH(OPMAIIHOHHBIX CHCTEMAX, IIPaBHIaM paboThl C HUMH,

4.5.6, y48T IpUMEHSEMBIX CPEJICTB 3aIlMTH HHOOPMAIHH. JKCILTYaTAIIMOHHON H TEXHUYECKOH
JOKYMEHTALMH K HUM, HOCHTEIeH epCOHAIBHBIX AHHBIX;

4.5.7. yaér nuIi, JONyIIeHHBIX K paboTe ¢ nepCOHAILHBIMH JIAHHEIMU B WH()OPMALMOHHOM
CHCTEME;

4.5.8. KOHTPOJIb 3a COOJIIOICHHEM YCIIOBHHA MCIIOIB30BAHNS CPE/ICTB 3ALIHTEL uH(pOpMalnH,
[pe/lyCMOTPEHHbIX IKCILIyaTallHOHHOH U TEXHIYECKOH JTOKYMEHTALUEH;

4.5.9. cocTaB/IeHHE 3aKIOUeHH T 110 (paKTaM HEeCOOITIOIeHNs YCTIOBHH XpaHEHH HOCHUTENEH
TIepCOHAIBHBIX JAHHBIX, HCIOIb30BAHUS CPE/ICTB 3aIIHTE] uH(pOpMAaIMH, KOTOPbIC MOTYT
IIPOBECTH K HAPYILEHHIO KOHQHICHIMATEHOCTH IIEPCOHAIBHBIX JaHHBIX WA JIPYTHM
HApYIICHHAM, IPHBOSIIAM K CHIDKEHHIO YPOBHS 3aIIMIIEHHOCTH NEPCOHATLHBIX JIaHHBIX,
pa3paboTKy ¥ [PHHSATHE MEp MO NPEIOTBPALICHHIO BO3MOKHBIX OIMACHLIX HapYIICHHH.

5. Ilepeiaua nepcoHaIbHBIX JIAHHBIX
"5.1. [epeaua nepcOHATBHBIX JaHHBIX PaOOTHHKOB POO.

5.1.1. Vpasienue He BIPaBe [PEIOCTABIATh IIEPCOHAIBHDIC TAHHDBIC pabOTHHKA TPETheH
cTopoHe Ge3 MICHMEHHOro cornacs paoTHHKA, 33 HCKITIOUEHHEM CIIyHacs, KOria 310
HEeOOXOIUMO B LEJIAX IPeAyIPeKICHUS YTPO3bl JKU3HH U 3/I0POBBIO paboTHHKA, @ TAKKE B
clIy4asx, yCTAHOBIGHHBIX (e/iepalbHbIM 3aKOHOAATEIbCTBOM.

5.1.2. B ciyuae ecyu JMno, 0OpaTHBILIEECs ¢ 3alPOCOM, HE YIOTHOMOTICHO (henepajbHBIM
3KOHOM Ha I10J1y4CHHE IePCOHATbHBIX JAHHBIX PAOOTHUKA HIIH OTCYTCTBYET MUCEMEHHOE
cornacue pabOTHHKA Ha TPEIOCTABICHNE €ro NEPCOHATLHBIX CBeIEHHIA, 0TIeN 005A3aH 0TKa3aTh
B [IPeJIOCTABICHHH [IePCOHANBHBIX JIaHHBIX. JIHILY, 0OpaTHBIIEMYCS C 3aIIPOCOM, BBIIAETCH
IMCHEMEHHOE YBeJIOM/IeH e 00 0TKa3e B MPEIOCTaBICHHH NIEPCOHALHBIX JAHHbIX.



5.1.3. IlepconanbHble 1aHHbIe paOOTHHKA MOTYT OBITh NepeaHbl IPEACTABUTENSAM TPEThEH
CTOpPOHBI B TOM 00BEMeE, B KAKOM 3TO HEOOXOIMMO IS BBIIIOTHEHHS YKa3aHHBIMH
IIPeICTABUTEIISIMH MX (YHKIHIH.

5.1.4. Otmen OyxraaTepckoro y4éra i KOHTpOJIs oT/eia oOpabaTeiBaeT IepCOHAIbHBIE JaHHbIE
PabOTHHKOB OT/ENA C ebI0 (POPMHPOBAHUS HEOOXOIMMOH JIEKTPOHHOH OTYETHOCTH,
HAaIpaBIseMoil B OT/1e/1 NEHCHOHHOTO (hOH/A, HAJIOTOBOM C1yKO0BI 110 3alUINEHHBIM KaHaIaM
CBSI3H. -

5.2. Tlpu mepenaue mepcoOHANBHBIX JaHHBIX PaOOTHHKA BHYTPH CTPYKTYPHOTO MOApa3/IeIeHHs
WIH B Ipyroe CTpykTypHoe nonpasaeneane MY «Beaenckuit POO»

, ”H(OpMAIHsS OTPAHNYNBACTCS TOJIBKO TEMH MePCOHATBHBIMU JaHHBIMHU Pa0OTHHKA, KOTOPBIE
He0OXOMMBI JIJIS BBINOTHEHUS IOJDKHOCTHBIMH JTUIIAMH UX (YHKIIUH.

5.3. INopsAnoK MpHOCTAHOBKH MPEIOCTABIECH S [IEPCOHATBHBIX JaHHBIX B ClIyuae 0OHApYKEHHs
HapyLICHUH MOPsIKa UX IPEJOCTABICHHS.

5.3.1. Ilpu obHapyXeHHH HapylIeHUi NOpsaaKa IPeL0CTaBIEHHs IEPCOHATBHBIX TaHHBIX
paboTHHK YIIpaBJIeHus JOJDKEH HeMEIJICHHO PHOCTAaHOBUTD [TPEAOCTABIIEHHE NIEPCOHATIBHBIX
JTaHHBIX.

5.3.2. Hauansuuk (60 IHII0, HCMOJIHSAIOLIEE ero 00A3aHHOCTH) OTAea HA3HAYaeT CIyKeOHoe
pacclieloBaHHe Ui BBEISIBICHUS IPHYNH HAPYIIEHHS.

5.3.3. Ilocne ycTpaneHus HapylIEeHHH NIPEIOCTAB/ICHHE IEPCOHATIBHBIX JaHHBIX
BO300HOBIIAETCS. -

6. XpaHeHHe epCOHABHBIX JaHHBIX

6.1. [lepconapHbIe qaHHbBIe paOOTHHKOB OT/E1a 00padaThIBAIOTCA M XPAHATCS B OT/Ie/Ie KaK Ha
OYMasKHBIX HOCHTEJISX, TAK M B 3JIEKTPOHHOM BH/E B JIOKaJbHBIX HHPOPMAIHOHHEIX CHCTEMAX.

7. JlocTynl K NepCOHAIBHBIM JIaHHBIM

7.1. Jloctyn paGOTHUKOB OT/ENA K IEPCOHATBHBIM JAaHHBIM OrpaHuyeH. B oT/erne BBOAUTCS
pa3peluTeIbHas CHCTEMa JI0CTYIIa K IePCOHATBHBIM JaHHBIM, COTTIACHO KOTOPO# paspemaeTcs
JOCTYII TOJBKO CIEIIHAILHO YIOJTHOMOYEHHBIM JIHIAM, IIPH 3TOM YKa3aHHbIC JIMLA JOJDKHEI
MMETh [IPaBO IOTYYaTh TONILKO Te EPCOHAIbHbIE JaHHbIE, KOTOPbIE HEOOXOMUMBI IS
BBIIOJIHEHUS KOHKPETHO! (PYHKIIHH.

8. TMopsnok AeiicTBHI TO/DKHOCTHBIX JIHI B CIIydae 0OHapyKEHHsl HApYIICHUH, YTPOKArOIHUX
KOH(HICHIIHATLHOCTH 00padaThIBaeMBIX ITEPCOHATBHBIX JIaHHBIX

8.1. B ciiyuae obHapyskenHus (pakToB HecoGIIOICHHS YCIOBHI XpaHEHHS HOCHTEICH
TepCOHAIBHBIX JaHHbIX, HEHCIPABHOCTH CPECTB 3aIIMThl HHpOpMANHH, HAPYIICHHS MOPsIKa
peI0CTABIEHHUS IEPCOHATBLHBIX JaHHBIX HIIM HHBIX HAPYIICHHH, yrpOKaIOIHX
KOH(HIEHINATEHOCTH 00padaThiBAeMbIX TIEPCOHANBHBIX JAHHBIX (Iajiee - HHIUICHT
HHGOPMALHOHHOI (e30MacHOCTH), 0OHAPYKHBILIHE HHIUICHT PAaOOTHHKH OT/CIIA,
OCYIIECTRIISIONIHE 06pabOTKY MepCOHAbHBIX JaHHBIX, 0043aHbl HEMEUIEHHO HHPOPMHUPOBATh O
HEM aJIMHHHCTPATOPY HH(OpPMALMOHHOI 6e30macHOCTH HHYOPMALHOHHBIX CHCTEM
NePCOHATBHBIX JIAHHBIX OT/IEIIa.



8.9. AIIMHHHCTpaTOpoM HH(pOPMAIHOHHO# Ge30macHoCTH HH()OPMAILHOHHEIX CHCTeM
[ICPCOHATLHBIX TAHHBIX OT/IENIA COCTABILETCS 3aKmoYeHue 1o GaKTy HHIUIEHTa
HHPOPMaIMOHHOMH OesonacHocTh, BKTIOYamONIEE B cebs: MCXOIHOE NMPOTOKOJIMPOBAaHHE
HHUHMCHTA; IPUYHHEI U CIIC/ICTBUS BO3HUKHOBEHHS MHIUICHTA; MEPBI, IPEANPHHATHIE IS
TMKBUNALHA HHIMACHTA H €I'0 [OCIIeACTRHUA; TPCIUTO’KEHHS 110 BHECEHHI) U3MEHEHUIT B CHCTEMY
obecneuenns GesonacHocTy HHQOpMAaLUH.

9. O6s3anHOCTH AODKHOCTHBIX JIHIL IO 0OecneYe o 6e3onacHocTH [IEPCOHAIBHBIX JIaHHbBIX

9.1. OTBeTcTBeHHEIIH 3a Opranu3anuio paboT 1o 3anmTe NMEPCOHATIBHBIX JJaHHBIX B POO
Ha3HA4aeTCs IPUKA30M HaYaIbHUKA OT/Ie/A.

9.2. besonacHocTs [IEPCOHATILHBIX JaHHBIX IIPH UX 0bpabotke obecrneunraoT JOJIKHOCTHBIE
JIMIIa OT/eNa, ONIpeAe/ICHHEIE IIPUKA30M OT/IeNIa OTBETCTREHHBIMH 34 OCYLIECTBIIEHHE
MEPOMNPHUATHH IO 3aImuTe NICPCOHATILHBIX JTAaHHEIX;

9.3. Paboruuxu POO, OCYIIECTBIISIOMHUE 06paboTKY NEPCOHANBHBIX TAHHBIX B
HH(OPMAIIHOHHBIX CHCTEMAX, 06S3aHbI:

9.3.1. ctporo cobonaTs YCTAHOBICHHbIE NIPaBUIIa 0Gecrieye s 6e30MacHOCTH uHbOpManuu
TIpH paboTe ¢ IPOrpaMMHBIME 1 TEXHMYCCKUMHM CPE/ICTBAMH HH(pOPMALHOHHBIX CHCTEM;

9.3.2. XpaHuTs B TaiiHe cBOI naposs (maponan). B cooTBeTcTBHH ¢ pasznenom 11 HacTosmero
Honosxenus ¢ yeranosnennoi ICPHOZIMTHOCTBIO MEHSATE CBOM MapoIs (maposn);

9.3.3. BBINONHAT TPeGOBaHHS pasziena 12 nacrosiero ITosoxkenus B yacTy Kacaroleics
ACHCTBHH 1OJIB30BATE IElH pabounx cranmmii HH(pOPMALIHOHHOM CHCTEMBL.

10. ITpaBuna yyera cpexcts saummrsr HHQOPMAIMK U HOCHTeNeH II€PCOHANIBHBIX JaHHBIX.

10.1. Cpencraa 3ammTer MH(OPMALHH, HCTIOTB3yeMEIe B HH(pOPMAHOHHOI chcTeme
NCPCONANBHBIX TAHHBIX, TIOJIIEIKAT yUETY B KypHaJIe y4€Ta Cpe/CTB 3aIuTh! HHpOpPMALHH, B
KOTOPOM OTpaskaercs:

HaMMCHOBAaHMS CPE/ICTB 3ALLUTEL; CePUiiHBIE (3aBofIcKHEe) HOMepa; HANMEHOBAHHeE OpraHHu3aIHii,
YCTaHOBHMBIIMX CPE/ICTBA 3AIHTEL MECTO YCTAHOBKH CPE/ICTB 3alMUThI HH()OPMAIHH.

11. PabotHuky oTzera, umeromme AOCTYII K IEPCOHATIBHBIM JIaHHBIM, [OJIKHBI GBITh
O3HAKOMJICHBI TI0/T POCIHCE C IIePEYHCIICHHBIMH BBIIIe TPEOOBAHUAMY U IIPEyIPEexKIEHEI 06
OTBETCTBEHHOCTH 3a HCIOTB30BAHHE HapoJieii, He COOTBETCTBYIOIINX JaHHBIM TPeOOBaHHAM, a
TAKIKE 32 pasrialienye naponsHoi uHbopMmaruy,

11.1. B ciyqae eciu (opmupoBanue nmrynBIX apoJIeH 0JIb30BaTeNel OCyIIecTBIseTCS
HCHTPaM30BaHHO, OTBETCTBEHHOCTD 32 IPABHIBHOCTE HX (opmupoBanus u pacnpenenenms
BO3JIaraeTcs Ha aIMHHHCTPATOPa HHPOPMAIMOHHON 6e3omacHocTH.

12. TIpaBuna AHTHUBHPYCHOH 3aIIUTHI:

12.1. B ornene nonyckarores x HCIIOJIb30BaHHIO TOJIBKO JIHIEH3HOHHBIE AHTHBUPYCHbIE
CpeacTBa.

12.2. Veranoska u nacrpoiika T1apaMeTpoB CPE/ICTB AHTHBHPYCHOTO KOHTPOJIS Ha KOMIIBIOTEpax
OTZena ocymecTsiseTcs pabOTHHKAMH OT/eNA 110 00CITy)KHBaHHIO paBboYnX MecT



12.3. EyxeqHeBHO MOCIe BKIIIOUYEHH KOMITbIOTepa (JUIst CepBepoB - IIPH riepesarycke) B
ABTOMATHYECKOM PEXKHME JIOJKEH IPOBOMTELCS AHTHBHPYCHBIH KOHTPOJIb BCEX JICKOB H
(aiinoB KOMIBIOTEPA.

12.4. O6s3aTeIbHOMY aHTUBHPYCHOMY KOHTPOJIIO ITOJICKHT mobast nHGopMaIHs
(ncrionmusiemble (aiiibl, pai/ibl JaHHBIX, TEKCTOBBIC dhaitel 00X HOPMATOB), IIOTyYaeMas 1
nepe/iaBaeMast 1o TeJIeKOMMYHHKALMOHHBIM KaHaIaM, a TaKKe uHpOpMaIHs Ha CbeMHBIX
HocuTelsX. PasapXuBMpOBaHKe U KOHTPOJIb BXOISIIEH uHpopManuy HeOOXOAMMO IPOBOIKTH
HETOCpe/ICTBEHHO I10ce € npuema. KoHTpoIk pexomsmeit HHpopManHu HeoOX oMo
TIPOBOIUTH HEMOCPEACTBEHHO Nepe/l apXHBUPOBAHUEM 1 OTIPABKOJ (3AIIACHIO HA CHEMHBIH
HOCHTEJIb). -

12.5. Yeranapaupaemoe (H3MeHsIeMoe) IIporpaMMHoe 00ecrieYeHHe I0JDKHO OBITH
TIpeBapUTEIbHO IPOBEPEHO Ha OTCYTCTBHE BUPYCOB. HenocpeACTBEHHO IOC/Ie YCTaHOBKH
(M3MeHeHus) IPOrpaMMHOro 00ecTeueH s KOMIIBIOTEpa, 10/UKHA OBITH BBIIIOJIHEHA
aHTUBHPYCHas IIPOBEPKa.

12.6. [Ipi BO3HMKHOBEHHUHU T10/I03PEHHSA HA HAIHIHE KOMIIBIOTEPHOIO BUpYCad (HeTHIIUYHAs
paGoTa porpamm, MoSBIEHHe FPAGHUIECKUX U 3BYKOBBIX 5} (HeKTOB, HCKAKEHUH JIaHHbIX,
npornajanue (aiios, 4acToe NOIBICHAE COOBIIEHH 0 CHCTEMHBIX OIIHOKAX H T.I1.) pabOTHHK
OTJIeNa CAMOCTOSITENIBHO MM (IIPH He0OXOAUMOCTH) BMECTE € pabOTHHKOM OT/IeN1a 1O
06CITy)KMBAHUIO PA0OYMX MECT BHEOYCPEIHOU AHTHBUPYCHBIH KOHTPOJIb KOMIIBIOTEPA.

12.7. ExxeZITHEBHO B aBTOMATHYECKOM PEIKHME J0JKHO IIPOBOAUTECA 00OHOBIICHHE
AHTUBHPYCHBIX 0a3

13. OTBETCTBEHHOCTD 32 HAPYIICHHE HOPM, Pery/IHpYIOIX 00paboTKy 1 3alHTy
HEPCOHATBHBIX JaHHBIX ! ’

PabOTHHKH OT/E/1a, BUHOBHbBIC B HApyIICHHH HOPM HACTOSIIEr0 [Tono)xeHus, a TAaKKE
3aKoHOaTenbeTBa Poccuiickoil desepanuu, peryIupyromero moryIeHune, 00paboTKy M 3allUTY
TepCOHABHBIX JaHHBIX Pa0OTHHKA, HECYT TUCUHITTHHAPHYIO a/IMHHHCTPATUBHYIO, TPaXIaHCKO-
TIPABOBYIO HJIH YTOJIOBHYIO OTBETCTBEHHOCTD B COOTBETCTBHH ¢ JeHCTBYIOLIAM
3aKOHO/IaTEJIbCTBOM.



